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Abstract. For two parties to communicate securely over an insecure
channel, they must be able to authenticate one another and establish a
common session key. We propose a new secure one-pass authenticated key
establishment protocol which is well suited to one-way communication
channels. The protocol is examined using an extension of the BellareRogaway model proposed by Blake-Wilson et. al., and is shown to be
provably secure, in the sense that defeating the protocol is equivalent to
solving a CDH problem. We compare our protocol to existing approaches,
in terms of security and eﬃciency. To the best of our knowledge, ours
is the only one-pass protocol that resists general key-compromise impersonation attacks, and avoids certain vulnerabilities to loss of information
attacks found in other protocols of its class.
Keywords: One-pass protocols, two-party key agreement, key-compromise impersonation, loss of information.

1

Introduction

In the last few years, there has been increasing interest in secure two-party key
agreement protocols, in large part because of the need for protecting communications over public, unreliable channels. In that context, the protection and
authenticity of the messages to be exchanged hinges on the establishment of
a group symmetric session key. The pioneering work in two-party key establishment was the Diﬃe-Hellman protocol [14], which nevertheless suﬀered from
several security problems, such as vulnerability to man-in-the-middle attacks.
Eﬀorts to improve on the early Diﬃe-Hellman protocol have given rise to various non-ID based authenticated two-party key agreement protocols, including
recently proposed one round, [18,24], two round [6,25] and three round protocols [8,10,22]. A complementary approach has focused on ID-based schemes
[27,13,31,30], which achieve their main security goals but may be quite slow because of their extensive use of bilinear pairings [32]. A common disadvantage of
the protocols mentioned here is that they impose either a high computational
cost or high communication cost in order to provide authentication. Moreover,
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their majority requires at least two “rounds”, making them unsuitable for oneway communication channels (e.g., e-mail, sms, store-and-forward applications).
This paper proposes a new one-pass two-party key establishment protocol
that rectiﬁes some of the problems associated with existing one-pass approaches.
The proposed scheme is a slight adaptation on the basic elliptic curve DiﬃeHellman (ECDH) protocol, equipped with an authentication mechanism based
on bilinear pairings. To establish a session key, the sender (the initiator of the
one-way protocol) generates an ephemeral key-pair and sends its public part to
the receiver. To achieve authentication, a similar technique to the short signature
scheme proposed in [9] is used. Finally, time-stamp and identities are used to tie
quantities to particular entities and reduce the replay vulnerability.
Our approach is robust to unknown key-share (UK-S) attacks and achieves the
highest possible level of security against key-compromise impersonation (K-CI)
attacks for one-pass protocols, where an attacker who somehow learns a user’s
private key can impersonate any other entity to the victim, potentially gaining
much more knowledge than by simply having access to the victim’s past or future
conversations. We will have more to say about this in Section 5.4. Furthermore,
our protocol is not aﬀected by a loss of information (LoI) attack which can be
mounted against other one-pass approaches.
The remainder of this paper is organized as follows: In Section 2 we ﬁx notation and review some required deﬁnitions. Section 3 describes the proposed
protocol. A security analysis is presented in Section 4. We discuss various desirable attributes of our protocol in Section 5. Section 6 makes comparisons with
other widely used schemes.

2

Preliminaries

For the purposes of this work, we will require an abelian, additive ﬁnite group
G1 , of prime order q, and an abelian multiplicative group, G2 , of the same
order. For example, G1 may be the group of points on an elliptic curve. We
will let P denote the generator of G1 . Also, H1 , H2 , will be two secure hash
functions, with H1 : {0, 1}∗ → G1 and H2 : {0, 1}∗ → {0, 1}k , where k ∈ Z∗+ .
We will write a ∈R S to denote an element a chosen at random from S. Finally,
e : G1 × G1 → G2 will be a bilinear pairing, deﬁned below.
Deﬁnition 1. Let G1 be an additive cyclic group of prime order q generated
by P , and G2 be a multiplicative cyclic group of the same order. A map ê :
G1 × G1 → G2 is called a bilinear pairing if it satisﬁes the following properties:
– Bilinearity: ê(aV, bQ) = ê(abV, Q) = ê(V, abQ) = ê(V, Q)ab for all V, Q ∈ G1
and a, b ∈ Zq∗ .
– Non-degeneracy: there exist V, Q ∈ G1 such that ê(V, Q) = 1.
– Eﬃciency: there exists an eﬃcient algorithm to compute the bilinear map.
Admissible bilinear pairings can be constructed via the Weil and Tate pairings
[12,32]. For a detailed description of pairings and conditions under which they
can be applied to elliptic curve cryptography, see [12,32].
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Proposed Protocol

In this Section we describe a new one-pass two-party authentication key establishment protocol. It is composed of two phases, protocol initialization and
protocol running, described next.
3.1

Protocol Initialization

Consider two players, A and B, which are to establish a common session key.
First, A chooses a random xA ∈ Z∗q as her private key, and computes YA = xA P
to be her corresponding public key. Similarly, B chooses a random xB ∈ Z∗q as
his private key, and computes his public key YB = xB P . We will let the strings
IDA , IDB denote the identities of A and B, respectively.
3.2

Protocol Running

To establish a session key, A and B obtain the public key of one another and
execute the protocol shown in Table 1.
Table 1. Proposed two-party authenticated key agreement protocol
(xA , YA = xA P )

A

α←−Z∗q ,
R

B

(xB , YB = xB P )

X1 = αP

X2 = αYB = αxB P
Q = H1 (X2 ||IDA ||IDB ||T1 )
Y1 = xA Q
sk = H2 (X2 ||IDA ||IDB ||T1 )

(X1 , Y1 , T1 , IDA )
−−−−−−−−−−−−−−−−−→

X2 = xB X1 = αxB P
Q = H1 (X2 ||IDA ||IDB ||T1 )
?

ê(YA , Q) = ê(P, Y1 )
sk = H2 (X2 ||IDA ||IDB ||T1 )

1. Player A selects a random number α ∈ Z∗q , and computes:
X1 = αP , X2 = αYB , Q = H1 (X2 ||IDA ||IDB ||T1 ), Y1 = xA Q, and the
session key sk = H2 (X2 ||IDA ||IDB ||T1 ), where T1 is a time-stamp and the
symbol || denotes string1 concatenation. Then, A sends X1 , Y1 , T1 and its
identity, IDA , to B.
1

When elements of a group appear as arguments of a hash function (e.g.,
H1 (X2 ||IDA ||IDB ||T1 )), it will be understood that string representations of these
elements are used.
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2. Upon receipt of (X1 , Y1 , T1 , IDA ), player B computes X2 = xB X1 = αYB ,
?
Q = H1 (X2 ||IDA ||IDB ||T1 ) and checks whether ê(YA , Q)=ê(P, Y1 ). If equality does not hold, B terminates the protocol. Otherwise, he computes the
session key sk = H2 (X2 ||IDA ||IDB ||T1 ).
Correctness: In an honest execution of the protocol A and B share the common
key sk = H2 (X2 ||IDA ||IDB ||T1 ).
Eﬃciency: Our one-pass protocol requires four integer-to-point multiplications,
two map-to-point hashes, two plain hashes and two pairings. The computational
cost of pairings will be discussed further in Section 6.3.

4

Provable Security

Although the concept of provable security has occasionally taken some criticism,
it remains one of the few formal approaches used to make precise statements
regarding the security of protocols, and therefore continues to be widely used.
In this work, we prove the security of our protocol in an environment which
is an extension of the Bellare-Rogaway model [5] proposed by Blake-Wilson et.
al. [7]. Our choice of [7] is partly motivated by the fact that in our protocol,
authentication and key generation are intertwined (for example, X2 is used to
generate both Q and the secret key). In particular, this means that the protocol
is not amenable to the “modular” approach of Canneti-Krawzcyk [11] where
a protocol is ﬁrst proved secure in the absence of authentication and then an
appropriate authentication layer is added.
4.1

The Computational Diﬃe-Hellman Problem

The security of our protocol will turn out to be linked to the well-known Computational Diﬃe-Hellman (CDH) problem. The CDH problem in G1 [14], is to
compute αβP given P, αP , and βP , for some ﬁxed α, β ∈ Z∗q . It is considered
computationally hard, assuming an adversary that runs in polynomial time. In
our protocol, we have precisely an instance of the CDH problem, because the adversary must compute αxB P given αP (transmitted by A) and xB P (B’s public
key), in order to ﬁnd the session key.
4.2

Security Analysis

We proceed to show that the proposed protocol is secure in the random oracle
model [5,7], assuming that the CDH problem is hard in G1 . We ﬁrst give a
brief, intuitive description of the main assumptions regarding the environment
in which the protocol is run. Additional details can be found in [7].
We consider a collection of entities-players which may communicate with one
another by initiating the protocol. An adversary can eavesdrop on communications, reroute or change the content of messages, initiate sessions between
entities, engage in multiple sessions with the same entity at the same time,
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and ask an entity to enter a session with itself. The adversary is a probabilistic
s
polynomial-time Turing Machine and has access to a collection of oracles {Πi,j
},
s
where Πi,j behaves as entity i carrying out a protocol session in the belief that
it is running the protocol with entity j for the s-th time. We will assume that
1 ≤ s ≤ τ (k), where τ is polynomial in the security parameter k of the protocol.
The adversary may choose to give an oracle a message (of the form (X1 , Y1 ,
IDA , IDB , T )) as an input, via a Send query. A Reveal query tells an oracle to
reveal its current session key. An oracle which has been asked a Reveal query
s
is said to be opened. Finally, a Corrupt query, targeted at entity i, tells all Πi,j
oracles to reveal i’s long-term private key to the adversary and to replace i’s key
s
pair with any valid key pair chosen by the adversary. An oracle Πi,j
for which a
Corrupt query has been asked for i, is said to be corrupted. We say informally
that an oracle has accepted, if it has successfully terminated a protocol run.
s
is fresh if it has accepted, i and j are both uncorrupted, it is
An oracle Πij
t
with which it has had a matching
unopened, and there is no opened oracle Πj,i
2
conversation , as deﬁned in [5,7].
In the setting described above, the adversary begins by asking the oracles all
s
and asks a
the queries it wishes to make. He then selects any fresh oracle Πi,j
single new query, called Test. To answer the query, the oracle ﬂips a fair coin
R
b←{0, 1} and returns the session key if b = 0 or a random value if b = 1. The
adversary “wins” at this experiment if he correctly guesses the value of b.
Deﬁnition 2. A protocol P is a secure One-Pass Authenticated Key establishment (OPAK) protocol if:
s
t
1. In the presence of a benign adversary on Πi,j
and Πi,j
, (i.e., an adversary
that does not interfere with the routing or contents of messages) both oracles
always accept holding the same session key κ, and this key is distributed
uniformly at random on {0, 1}k , where k is the protocol’s security parameter.
s
t
and Πi,j
have matching conversations then both
2. If uncorrupted oracles Πi,j
oracles accept and hold the same session key κ.
3. The adversary makes no Reveal queries.
4. Let GoodGuessE (k) be the probability that the adversary, E, correctly guesses
the coin ﬂip at the Test query. Then,

advantageE (k) = P r[GoodGuessE (k)] − 12  is negligible3 .

In the following we will show that the protocol described in Table 1 is a secure
OPAK protocol.
2

3

Intuitively, two oracles are said to have matching conversations if one of them is
the initiator of an exchange of messages, and the messages sent by each of the two
are identical to those received by the other, and are in the same temporal order.
See [5,7] for a precise deﬁnition. In our case, there is only one message msg =
(X1 , Y1 , T1 , IDA ) transmitted during the protocol, so that matching conversations
have a particularly simple form: the initiator oracle takes as input the empty string,
λ, and transmits msg; the responder takes msg as input and transmits λ.
A real-valued function (k) is called negligible if for every c > 0 there exists a kc > 0
such that (k) < k−c for all k > kc .
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Remark 1. We note that Def. 2 is a modiﬁed version of Def. 10 in [7]. Our condition 3 is necessary because all one-pass protocols are prone to replay attacks,
thus the strongest property of Authenticated Key (AK) security [7] cannot be
achieved. If Reveal queries were allowed then an adversary E could win the
Test by a replay attack. E could submit the same properly formatted message
s
u
, ΠAB
, corresponding
to two receiver instances (formally, E initiates oracles ΠAB
to two distinct sessions between A and B). Both receiver instances will accept
and produce the same output session key. Then, E Reveals the key of one of
the sessions, Tests against the other session, and wins.
Remark 2. If one insists on keeping Reveal queries in play, then the weakness
with respect to replay attacks can be somewhat rectiﬁed in practical settings if
each entity maintains a list of secret keys used during the latest time period. The
length of that list would depend on the frequency with which T1 is updated. An
entity would be alerted to a replay attack if a session key it generates is present in
the list. Session keys from previous time periods need not be memorized because
they could not be successfully replayed to a received.
Remark 3. The notion of OPAK security could actually be strengthened slightly,
by allowing the adversary to make Reveal queries, but stipulating that if such
s
, all oracles ΠAB are marked as opened.
a query is issued to an oracle ΠAB
Theorem 1. The protocol shown in Table 1 is a secure OPAK protocol, provided
that the CDH problem is computationally hard and H1 , H2 are independent
random oracles.
Proof : See Appendix.

5

Protocol Attributes

In the following we discuss a series of security attributes as they pertain to
our protocol. We will forgo formal proofs where applicable because of space
limitations.
5.1

Known Session-Keys

Known session-key security [7], also known as known-key security (K-KS), means
that a protocol still achieves its goal in the face of an adversary who has learned
some previous session keys. One-pass protocols without time-stamps cannot
achieve K-KS since an adversary can simply replay the information from a previous protocol run. time-stamps allow a one-pass protocol to achieve some measure
of K-KS, meaning that they reduce but do not eliminate the vulnerability to attacks. More speciﬁcally, entity B can check the time-stamp T1 sent by A, and
terminate the protocol if too much time has elapsed since then. Of course, this
requires synchronization of A’s and B’s clocks, to within some reasonable tolerance. Depending on the transmission delay imposed by the communication
channel, an entity can set a time threshold that leaves a potential attacker little
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time to mount a known session key attack. If A’s and B’s clocks are perfectly
synchronized and the transmission delay is known with certainty, then the time
left for an attack could be made arbitrarily small. The question of what is an
acceptable time threshold will generally be application-dependent, and will not
be discussed further here.
5.2

Forward Secrecy

Perfect forward secrecy (PFS) means that if long term secrets of one or more
entities are compromised, the secrecy of previously computed session keys is
not aﬀected. Our protocol does not achieve PFS. To see this, note that if the
adversary learns the secret value of B, xB , then knowing X1 = αP , which is
transmitted in the clear, the adversary can compute X2 = xB αP . Because timestamps are also transmitted in the clear, the adversary can also compute the
session key sk = H2 (X2 ||IDA ||IDB ||T1 ) of a previous session. This is not surprising in light of the fact that there exists no protocol for implicit authentication
that achieves PFS with two or fewer messages [21]. However, similarly to the majority of one-pass approaches [21,24], our protocol does achieve partial forward
secrecy, because if the adversary learns the secret value of A, xA , he still faces
the CDH problem of computing αxB P from αP and xB P , before ﬁnding any
previous session key.
5.3

Unknown Key-Share

Prevention of unknown key-shares (UK-S) as deﬁned in [7], is a property held
by all AK-secure protocols. In that setting, an entity i is coerced into sharing a
key κ with entity f , while entity j is coerced into holding κ in the belief that it
is shared with i. Our OPAK protocol is also secure against UK-S of that type, as
well as against the more typical (and broader) UK-S attack [20,28,24,4], where
f is not required to possess the key held by i and j, but merely to confuse j as
to the identity of i, with whom j shares a key. In our case, UK-S is prevented via
the inclusion of the parties’ identities in the computation of the session key. A
formal proof can easily be constructed around the following basic argument. In
order to accomplish a UK-S, the adversary must at least alter the ID information
transmitted by i to j. Even if the altered data are such that j’s bilinear pairing
test is successful, the key computed by j will not be the same as that held by
i, thus no key sharing is accomplished. This technique seems to be a general
mechanism for preventing UK-S attacks [23].
5.4

Key-Compromise Impersonation

Resistance to key-compromise impersonation (K-CI) attacks means that if i’s
secret value is disclosed to an adversary, then the adversary cannot impersonate
other entities to i [7]. We stress the importance of a protocol being secure against
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impersonation threats, as an attacker of this type can feign a trusted entity to
the victim, and thus ask for (and receive) important information4 .
In fact, there is a special K-CI attack that apparently succeeds with all oneﬂow protocols. An intruder C that learns B’s secret key and then eavesdrops one
message from A, (X1 , Y1 , T1 , IDA ), would be able to impersonate A (but no one
else) to B and only for the current session, because C is also able to create the
current session key. However, this attack is more limited than the general K-CI
attack, in which the intruder can impersonate any entity and at any time, to
which other one-pass schemes are open (see comparisons in Sec. 6.2).
In our case, if an adversary, C, obtains the secret value of B, xB , he cannot
impersonate another entity, J, to B (excluding the special case described in the
previous paragraph); in that sense, our protocol achieves a reduction of the K-CI
vulnerability to the greatest extent possible for one-pass approaches. To see why
that is, note that C must “pass” the bilinear pairing test, ê(YJ , Q) = ê(P, Y1 ),
performed by B to successfully impersonate J. If C knows B’s private key, xB ,
he can initially create a X1 value from which he can compute Q. C is then faced
with the task of computing an appropriate Y1 such that ê(YJ , Q) = ê(P, Y1 ).
One can easily show that if C can do this, then with high probability he can
compute xJ Q from Q and xJ P . By rewriting Q = kP for some unknown k, the
last statement is equivalent to C ﬁnding (with high probability) xJ kP from kP
and xJ P , which is an instance of the CDH problem.
Finally, we note that there is no need to examine the case where an adversary
obtains the secret value xA of A and impersonates B to A, since B does not
reply to A. In that sence, all of the modern one-pass approaches, including ours,
achieve K-CI resilience in the initiator’s side [8].
5.5

Loss of Information

Loss of the value X2 (or loss of Q) from a previous protocol run does not affect the security of subsequent protocol runs, because the computation of X2
is based on the random value α. Usually a loss-of-information attack succeeds
when authentication is used with values which are not random. Some examples
are the protocols proposed in [19] and [18], where authentication is based on
the computation of xA xB P 5 . In contrast to the majority of one-pass key establishment schemes [21,24,1,26,15,29], we do not make use (directly or indirectly)
of xA xB P values in our approach. We will return to the implications of this in
Sec. 6.2. Finally, note that the private key of the receiver (B) is as secure as can
be, because B transmits no information during the protocol run.

4

5

If a private key is compromised, the attacker is able to intercept messages by eavesdropping on past or future conversations (e.g., e-mails). However, if a communication
protocol is vulnerable to K-CI, the attacker would also be able to elicit additional
information that may never have been communicated otherwise.
This quantity is widely used in a number of cryptographic protocols; to date, the
consequences of its exposure have not been adequately studied in the literature.
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No Key Control and Message Independence

A protocol is said to have the “No Key Control” property if no participant
(or adversary) can either control or predict the value of the session key. This
property cannot be provided by any one-ﬂow protocol, due to the fact that only
the initiator of the protocol produces a random value, and so he can a-priori
compute the session key (the receiver does not reply at all). In order to avoid
key control, two or more passes are required.
A protocol is said to achieve message independence if individual ﬂows of a protocol run between two honest entities are unrelated [7]. Because in our OPAK
protocol only one ﬂow exists, message independence is achieved. This is in contrast to AKC (AK with Key conﬁrmation) protocols [7].

6

Comparison with Existing One-Pass Schemes

This section compares the security and eﬃciency of the proposed protocol against
those of existing one-pass protocols.
6.1

Existing One-Pass Key Establishment Protocols

Because of the need for security in applications where only one entity is on-line,
(e.g., secure e-mail, sms, store-and-forward), there have been numerous attempts
at designing a secure and eﬃcient one-pass key agreement protocol. The majority
of existing one-pass schemes were created as variants of previously-proposed twoway or even two-round key agreement schemes. Some of the best known and most
successful approaches to one-pass key establishment protocols include:
– The one-pass variant of the Key Exchange Algorithm (KEA) designed by
the NSA and declassiﬁed in 1998 [29]. KEA is the key agreement protocol in
the FORTEZZA suite of cryptographic algorithms designed by NSA in 1994
and it is similar to the Goss [15] and MTI/A0 [26] protocols.
– The one-pass variant of the Uniﬁed Model, proposed by Ankney, Johnson
and Matyas [1]; it is an AK protocol that is in the draft standards ANSI
X9.42 [2], ANSI X9.63 [3], and IEEE P1363 [17].
– The one-pass variant of the MQV protocol [24] that is in the draft standards
ANSI X9.42 [2], ANSI X9.63 [3], and IEEE P1363 [17].
– The one-pass HMQV protocol [21], a variant of MQV.
6.2

Comparison in Terms of Security

Table 2 compares the proposed protocol to those listed in Section 6.1, in terms
of various classes of attacks and security-related attributes.
Being one-pass, the protocols listed cannot provide PFS or No Key Control;
also, none of the existing one-pass protocols provide K-KS, due to the possibility
of replay attacks. The use of time-stamps and the independence of session keys
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Table 2. Comparison of Security Properties. IKA denotes implicit key authentication,
PFS perfect forward secrecy, K-KS known-key security, UK-S unknown key-share, K-CI
√
denotes askey-compromise impersonation, and LoI loss of information (xA xB P ).
√
√
surance; ? indicates that the assurance is provided modulo a technicality; − denotes
assurance, excluding the vulnerability to eavesdropping attacks discussed in Sec. 5.4;
×+ indicates that the assurance is not provided by the protocol, unless modiﬁcations
are made; × indicates that the assurance is not provided by the protocol.

KEA
Uniﬁed Model
MQV
HMQV
Proposed OPAK

IKA PFS
√
×
√
×
√
×
√
×
√
×

K-KS UK-S K-CI
√
? ×+
×
√
√
?
×
√
? ×+
×
√
? ×+
×
√
√ √−
?

LoI
×
×
×
×
√

help reduce (but not eliminate)
√ the vulnerability to known-key attacks. In Table 2 we have used the symbol ? to indicate the fact that K-KS security should
be regarded “modulo” the technicalities discussed in Section 5.1, namely clock
synchronization and the time threshold used to decide whether√the message A
sends to B is “too old”. We have marked all protocols listed with ? under K-KS
because we assume that time-stamps can be added to any of them, just as we
have done for ours.
Regarding security against UK-S attacks, [20] has presented an on-line UK-S
attack on the MQV protocol, and [28] described a UK-S attack on the one-pass
HMQV protocol. The KEA one-pass protocol is also prone to UK-S attacks as
was shown in [23]. Of course, these protocols can be modiﬁed by incorporating
parties identities in the computation of a session key, and thus become secure
against UK-S threats6 . This is the reason we have marked KEA, MQV and
HMQV with ×+ under UK-S. Unlike these protocols, there are no known UK-S
attacks either on the Uniﬁed Model or on the protocol proposed here (see also
the discussion in Section 5.3).
Of the protocols shown in Table 2, ours provides the highest level of security
against K-CI attacks. This is because the bilinear pairing veriﬁcation works as a
short digital signature [9] on the secret key for the speciﬁed time period whereas,
none of the previous approaches includes a sender veriﬁcation mechanism. For
instance, an exponential challenge-response (XCR) signature (from a player A
to a player B), used in the HMQV protocol [21], can also be constructed by
anyone who has knowledge of the recipient’s private key. The latter means, that
if an attacker has knowledge of B’s private key, he is able to create a signature
of this type and impersonate A to B. At this point, there do not seem to be any
obvious modiﬁcations that would eliminate the K-CI vulnerability in√the ﬁrst
−
under
four protocols shown in Table 2. We have marked our protocol with
6

In some cases (e.g., HMQV), the incorporation of parties’ identities is already applied
in some of the intermediate steps of the protocol; following our suggestion regarding
the computation of the session key then leads to a signiﬁcantly diﬀerent protocol.
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K-CI because no one-ﬂow scheme can provide perfect K-CI security (for the reasons mentioned in Sec. 5.4). However, our protocol minimizes the vulnerability
to such attacks: the class of entities which an adversary in possession of B’s private key can impersonate is reduced from any entity / any time (with the KEA,
MQV, HMQV and Uniﬁed Model protocols) to only an entity that attempts to
communicate with B (and only for that session).
Finally, considering the possible loss of the static Diﬃe-Hellman exponent,
xA xB P , our approach remains secure, as explained in Section 5.5. However, the
security of the rest of the protocols examined here depends on the secrecy of this
value. In particular, if xA xB P were known to an adversary, an impersonation
attack can easily take place. For instance, in the one-pass HMQV protocol, an
adversary, say E, knowing7 L = xA xB P , can initiate a new session with B by
impersonating A to him. Using the same notation for the private/public keys
as in our protocol, a session key between A and B, sk = (α + xA d)YB (where
d = H̄(X1 , IDA , IDB ) [21]), could also be computed by E as sk = αYB + dL.
The same attack can be mounted against the Uniﬁed Model, KEA and MQV
one-pass protocols.
6.3

Comparison in Terms of Computational Eﬃciency

Among the protocols examined, MQV and HMQV are the most eﬃcient. They
require two scalar multiplications for the initiator (A) and two for the receiver
(B). For the KEA and Uniﬁed Model protocols, the corresponding ﬁgures are
three and two, respectively. Under our protocol, the computational cost for the
initiator is a bit higher (three scalar multiplications and one map-to-point hash)8 .
The recipient performs one scalar multiplication in order to create the session
key, but must also compute one map-to-point hash and two bilinear pairings
in order to verify the sender. Based on the estimates in [16,33], the computational cost of one bilinear pairing is approximately equal to that of four scalar
multiplications in the abelian group G1 when using a subgroup of order q in a
supersingular elliptic curve E over Fp , where p is a 512 bit prime and q is a 160
bit prime. The pairing computation is the most expensive part of our protocol,
but this is the price to be paid for improved security. We emphasize, however,
that the reason for choosing the pairing-based short signature (BLS) scheme of
[9] is that its signature length is half the size of a DSA signature for a similar
level of security and thus the lowest communication cost is achieved.9 . Because
of this, and because pairings are only computed by the recipient, our protocol
7

8

9

this would require E to compromise an earlier session key of B; prior to that, it is
possible for E to send a properly formatted message to B such that B’s session key
is a known multiple of L.
We ignored operations whose cost is negligible compared to that of a scalar multiplication in G1 . These include generating random numbers, integer multiplication,
plain hashes and point additions in G1 .
It is a fact that in cases where computational complexity on the receiver’s side is
of much more importance, one could replace BLS signatures with a more eﬃcient
scheme based on discrete logs.
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is best-suited to systems where initiators use mobile or low-power devices, as
well as in cases where data is sent over a low-bandwidth channel. For example,
in smartcard transactions, the initiator of the protocol (e.g., hardware on the
smartcard) will not have to compute any pairings; that cost will be borne by the
typically more powerful CPU attached to the card reader.

7

Conclusions

This work proposed a new OPAK protocol that addresses the major security
problems existing in protocols of its category. We have used the extension to the
Bellare-Rogaway model [5] by Blake-Wilson et al. [7] to prove the security of the
protocol. We have compared the proposed protocol to existing one-pass schemes,
including the MQV (proposed by NSA as the standard key exchange protocol for
the US government) and HMQV protocols, and discussed its strengths in several
aspects of security. Our protocol achieves the highest level of security possible
with one-pass approaches against all widely studied security attacks/properties
(IKA, K-KS, UK-S, K-CI, partial forward secrecy and LoI), at the expense of
slightly higher computational cost.
The proposed protocol is well-suited to applications with one-way communication channels. Examples include e-mail or sms, where the receiver cannot immediately reply, and store-and-forward applications (e.g., printers) where messages
are sent to resources which need not reply at all. The low processing requirements for the protocol’s initiator make our approach ideal for use in very low-end
computing systems such as smartcards or high-load servers, because the sender
does not have to compute any pairings, which are the most costly part of the
protocol. Opportunities for further work include the conversion of our protocol
to provide security in the standard model, perhaps using [18] as a basis.
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Appendix: Proof of Theorem 1
Conditions 1 and 2: From the protocol deﬁnition it is clear that, in the presence
s
t
s
of a benign adversary on Πij
and Πji
, as well as when uncorrupted oracles Πij
t
and Πji have matching conversations, both oracles accept and hold the same
session key sk = H2 (axj P IDi IDj T1 ).
Condition 3: Consider an adversary, E. We will show that if advantageE (k) is
non-negligible we are led to a contradiction, and in particular that it is then
possible to construct a new adversary, F , which succeeds in solving the CDH
problem with non-negligible probability.
Suppose that E chooses some fresh oracle, Πi,j , to ask its Test query. The key
held by such an oracle will be of the form H2 (axj P IDi IDj T1 ). Let Γk be the
event that H2 has previously been queried on an input that begins with axj P , by
E or by some oracle other than a Πi,j or Πj,i oracle. If advantageE (k) is nonnegligible, then P r[E succeeds] = 12 + n(k), for some non-negligible function
n(k). At the same time,
P r[E succeeds] = P r[E succeeds|Γk ]P r[Γk ] + P r[E succeeds|Γ̄k ]P r[Γ̄k ]. (1)
s
Because H2 is a random oracle and Πi,j
remains unopened (by the deﬁnition of
a fresh oracle), P r[E succeeds|Γ̄k ] = 1/2. Therefore,

1
1
+ n(k) ≤ P r[E succeeds|Γk ]P r[Γk ] + ,
2
2

(2)

which implies that P r[E succeeds|Γk ] ≥ n(k), and P r[Γk ] ≥ n(k), are both
non-negligible. Let P r[Γk ] = n1 (k), for some non-negligible function n1 (k). E
can now be used to construct an adversary F that solves the CDH problem with
non-negligible probability. Given P (the generator of the group G1 ), aP (akin to
the X1 value transmitted by i), and xj P (j’s public key), with randomly chosen
a ∈R Z∗q and xj ∈R Z∗q , F must guess axj P . This is precisely an instance of the
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CDH problem. The construction of F follows that in Case 1 of Theorem 9 in [7].
Let I be the set of entities with which E may communicate. F chooses a pair
of entities i, j ∈R I, guessing that E, or an oracle other than Πi,j or Πj,i will
query H2 with axj P IDi IDj T1 at some time T1 . F performs E’s experiment
and picks all entities’ secret values at random, except of those of Πi,j and Πj,i .
F records the public keys of all entities and starts E. F answers all H1 and H2
queries at random, just like a random oracle. For all Send, Reveal and Corrupt
queries made to oracles other than Πi,j or Πj,i , F answers as an honest player
would. If E asks i or j a Corrupt query then F gives up. When E asks Πi,j or
Πj,i a Send query, instead of computing the value sk = H2 (axj P IDi IDj T1 )
(the key that would have been used by the oracle), F must select a random
κ to represent sk, since F does not actually know axj P . Finally, if E sends a
Reveal query to Πi,j or Πj,i , then instead of revealing H2 (axj P IDi IDj T1 ),
F responds with his guess, κ, at the session key.
Let τ2 (k) be a polynomial bound on the number of H2 queries made by E
and its oracles. F chooses l ∈ {1, . . . , τ2 (k)}, guessing that the l-th distinct input
on which H2 is queried will be axj P IDi IDj Tl , where Tl the time of the l-th
query. We note that T1 , T2 , . . . , Tτ2 (k) are known to the adversary because timestamps are always transmitted in the clear, as are the entities’ IDs. When the l-th
distinct H2 call is made (say, on input g), F stops and outputs g as its guess at
axj P IDi IDj Tl (or, equivalently, F outputs the ﬁrst part of g corresponding
to axj P , by discarding the identiﬁers and time stamp). If E halts before the l-th
distinct input is queried then F gives up. Clearly, if the l-th distinct H2 query
made by E or its oracles is on an input that begins with axj P , then F wins at
this experiment and has solved an instance of the CDH problem.
Of course, H2 may have been queried on axj P IDi IDj Tl some time before
the l-th distinct input, in which case F will have answered at random, and his
answer may have been in contradiction to one of the keys that has been used
by some Πi,j or Πj,i oracle. In such a case, E’s behavior is not speciﬁed, thus
E is not guaranteed to halt in that case. This problem can be circumvented as
in [7], by letting τ3 (k) be a polynomial bound on E’s runtime under ordinary
circumstances and requiring that F gives up if he runs E for longer than τ3 (k),
surmising that he must have missed an H2 query with input axj P IDi IDj Tl .
We conclude that the probability of F coming up with the correct value axj P
is at least
n1 (k)
,
(3)
2
τ1 (k)τ2 (k)
where τ1 (k) is a polynomial bound on the number of entities10 . The quantity
in (3) is non-negligible. We conclude that the polynomial time adversary F has
succeeded in ﬁnding axj P given aP and xj P , with non-negligible probability,
contradicting the assumption that the CDH problem is hard.
10

We note that the bound (3) can be improved further, because they adversary can
limit its attention to H2 queries made by E where the ID’s included in the argument
are IDi and IDj , as opposed to guessing over τ12 (k) queries.

